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DOMAIN NAME DISPUTE 

ADMINISTRATIVE PANEL 

DECISION 

 

CIIDRC case number: 13036-URDP             Decision date: December 16, 2020 

Panelist: Rodolfo C. Rivas 

Domain in Dispute: sunovacreditunion.com 

Complainant: Sunova Credit Union 

Respondent: John Wimbush 

 

1. PROCEDURAL HISTORY 

 

On October 29, 2020, the Complainant named above filed a Complaint with the Canadian International Dispute 

Resolution Centre (“CIIDRC”) under the UDRP and the UDRP Rules.  

On October 30, 2020, the Registrar of the disputed domain name was notified of this proceeding. The Registrar, 

on November 11, 2020, transmitted by email to CIIDRC its verification response informing CIIDRC of the identity 

of the Registrant, Respondent, in this administrative proceeding. The Registrar also confirmed that the disputed 

domain was placed on a Registrar LOCK. On November 12, 2020, CIIDRC confirmed compliance with the 

dispute resolution process's Complaint and commencement. 

 

According to UDRP Rule 4 and Supplemental Rule 5, CIIDRC notified the Respondent of this administrative 

proceeding and forwarded the Complaint to the Respondent on November 12, 2020. 

 

The Respondent failed to file its response by December 2, 2020. 

 

The Complainant in this administrative proceeding has elected for a Panel consisting of a single-member and 

CIIDRC appointed Rodolfo C. Rivas as the sole panelist in this matter on December 11, 2020. The Panel finds 

that it was properly constituted. The Panel has submitted the Statement of Acceptance and Declaration of 

Impartiality and Independence, as required by the CIIDRC to ensure compliance with the Rules, paragraph 7. 

CIIDRC set December 28, 2020, as the due date to receive the decision from the Panel.  

 

2. FACTS ALLEGED BY THE PARTIES 

CANADIAN INTERNATIONAL INTERNET DISPUTE RESOLUTION CENTRE 
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The disputed domain name was registered on July 22, 2020. 

 

Sunova Credit Union (the Complainant) is a financial institution that operates within Manitoba's province, with its 

head office located in Selkirk, MB. Sunova’s roots began in Manitoba over 60 years ago as Stonewall Credit 

Union, and then South Interlake Credit Union and eventually in 2008 operating under "Sunova Credit Union". 

 

The Complainant offers several financial services, namely the operation of chequing and savings accounts; the 

provision of term deposits; RRSPs; RRIFs and RESPs; bill payment services; the provision of money orders; 

account transfers, fund transfers, and electronic fund transfers; the provision of credit cards and debit cards; 

credit card services; mortgage services; mutual fund services; financial planning services; personal and 

commercial lending services; safety deposit boxes; member loyalty rewards programs; trust services; 

automated teller machines; online banking services; insurance services; wealth management services; estate 

planning and estate administration services; financial education services in the fields of commodities, gold, 

investment notes, mutual funds, real estate, and securities. 

 

The Complainant has a registered design trademark registered in 2009 under number TMA748760 in the 

Canadian Intellectual Property Office. The Complainant also owns the domain name <sunovacu.ca>, which it 

employs for its official website. 

 

3. CONTENTIONS OF THE PARTIES 

• Complainant 

 

I. The domain name is identical with or confusingly similar to a trademark or service mark in 

which the Complainant has rights. 

 

The disputed domain name is using the same logo and trademark of the Complainant. There is no 

difference between our domain pages displayed on July 20, 2020, and how the disputed domain 

name is currently showing. The Complainant believes that the registering of the disputed domain 

name, the copying of our page design and logo, was for the sole purpose of misleading the public 

and our members to steal login credentials from our members. 

 

The disputed domain name resolves to an identical copy of the Complainant's official domain name 

and website. The Complainant claims that its content has been stolen from <sunovacu.ca> and 

<online.sunovacu.ca>, including the logo, graphics, words, colors, fonts, etc., and has been placed 

by the Respondent on web pages associated with the disputed domain name. 
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The Respondent also used Search Engine Optimization (SEO) so that anyone who searched for 

Sunova Credit Union was getting search results referring to the disputed domain name and the 

website associated with it as a top-listed search result. 

Shortly after the Respondent acquired the disputed domain name and linked it to a website, the 

Complainant started receiving calls from our members with complaints that funds had been 

transferred out of their accounts. The member has not made the transfers. 

After further investigation with our members, it was determined that the members would access 

Sunova’s home page and online page by first searching for “Sunova Credit Union” in the address 

bar of their browser and then clicking on the top result. Before the Respondent registering the 

disputed domain name, the first result in a search for “Sunova Credit Union” would return the 

Complainant’s official domain name. 

It is the belief of the Complainant that the Respondent registered the disputed domain name, 

copied our content to their website, and used SEO to have their website at the top of Google 

search results so that they could steal/phish our member's online banking credentials and use the 

credentials to transfer money out of our members' accounts illegally. 

 

II. The Respondent has no rights or legitimate interests in respect of the domain name. 

The Respondent does not offer any goods or services that the Complainant offers. All links on the 

disputed domain name and the webpage associated with it point back to the Complainant's official 

domain name, except for the one related to “Online Banking”, which links to the disputed domain 

name and a page at <sunovacreditunion.com/online>. This demonstrates that the disputed domain 

name's only purpose was to steal login credentials for the members doing business with the 

Complainant. 

III. The domain name has been registered and is being used in bad faith. 

The domain name was registered in bad faith, as demonstrated by the Respondent’s actions. 

a. The Respondent registered the disputed domain name, which contains our exact business 

name Sunova Credit Union. 

b. The Respondent then created a website with a home page and online banking login page that 

was a direct copy of the Complainant’s home page and online banking login page. 

c. The Respondent took Search Engine Optimization (SEO) actions that boosted the disputed 

domain name to the top of the search results for “Sunova Credit Union”. 

d. The Respondent purchased an SSL certificate for the disputed domain name on July 21, 2020. 
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The Respondent’s actions of registering the disputed domain name, creating a website with our 

trademark and logo, and stealing the members' login credentials doing business with the 

Complainant is a malicious action and has caused the Complainant and its members' financial loss 

and reputation damage. 

• Respondent 

No administratively compliant Response has been filed. 

 

• Remedy Sought 

Transfer. 

 

4. DISCUSSION AND FINDINGS 

4.1  Requirements 

Following Paragraph 4 of the Policy, the onus is on the Complainant to prove: 

1) That the Domain Name is identical or confusingly similar to a trademark or service mark in which the 

Complainant has rights: 

2) That the Respondent has no rights or legitimate interests in the Domain Name; and 

3) That the Domain Name has been registered and is being used in bad faith. 

   To consider each of these requirements in turn. 

4.2  Analysis  

4.2.1 That the Domain Name is Identical or Confusingly Similar to a Mark in which the Complainant has 

Rights 

Concerning the initial aspect under the first element, and as per evidence on record, the Panel is satisfied that the 

Complainant has shown it owns rights in the SUNOVA trademark since at least 2009, notwithstanding the 

trademark's design nature. On this basis, the trademark registration, with design elements, satisfies prima facie the 

requirement to show “rights in a mark” for a subsequent assessment as to the confusing similarity, which can be 

found below. 

Once having sorted out the initial aspect under the first element, we turn to the second aspect under this element, 

namely, assessing the confusing similarity between the disputed domain name and the trademark. The Panel notes 

that the disputed domain name reproduces the SUNOVA trademark letter-for-letter textual components, namely 

"Sunova Credit Union”. It is worth noting that Paragraph 1.10 of the WIPO 3.0 Overview states that assessment of 

confusing similarity involves comparing the (alpha‑numeric) domain name and the textual components of the 
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relevant mark and that design or figurative/stylized elements which are incapable of representation in domain 

names are largely disregarded. 

The Complainant makes various arguments relating to the website's content as indicative of the Respondent 

allegedly targeted the Complainant and its trademark. Although the content of the website associated with the 

domain name is typically disregarded by panels when assessing confusing similarity under the first element; as 

elucidated under Paragraph 1.15 of the WIPO 3.0 Overview, in this case, the content reinforces the confusing 

similarity since it appears prima facie that the Respondent targeted the Complainant's trademark. However, a 

detailed analysis of this will be carried out under the assessment below. 

Based on the above, the Panel finds the disputed domain name to be confusingly similar to the Complainant’s 

trademark. As a result, the Panel determines that the Complaint has satisfied the first element set under paragraph 

4(a)(i) of the Policy. 

4.2.2 That the Respondent has No Rights or Legitimate Interest in the Domain Name 

Based on the evidence on record, the bulk of the Complainant's allegations relate to the disputed domain name's 

fraudulent use. It appears that the Respondent targeted the Complainant and its trademark to impersonate the 

Complainant and carry out fraudulent activities with a direct impact on the members doing business with the 

Complainant, as well as the Complainant. Evidence of this is provided as a news article by CBC/Radio-Canada, 

documenting the fraudulent activity and the financial losses by around 48 customers of the Complainant. 

In this regard, the Panel notes that the Respondent failed to produce allegations or evidence necessary to 

demonstrate its rights or legitimate interests in the disputed domain name. Reverting to Paragraph 2.13 of WIPO 

3.0 Overview, the Panel notes that previous panels have categorically held that using a domain name for illegal 

activity can never confer rights or legitimate interests on a respondent. In this case, there is no other available 

evidence on record that would otherwise allow the Panel to find any rights or legitimate interests for the 

Respondent in the disputed domain name. 

The Panel finds that the Respondent has no rights or legitimate interests in the disputed domain name. Therefore 

the Complainant has fulfilled the second requirement set under paragraph 4(a) of the Policy. 

4.2.3 That the Respondent has Registered and Used the Domain Name in Bad Faith 

As per the evidence on record, the Panel finds that the Respondent was likely aware of the Complainant and 

targeted the Complainant's trademark when registering the disputed domain name. This conclusion is reinforced by 

the Respondent’s use of the disputed domain name. The Respondent reproduced the website associated with the 

Complainant's domain name almost entirely with fraudulent intent. This practice sadly is becoming more 

commonplace during the last few years with an increasing number of cases being handled through the UDRP. 

These facts leave the Panel no other option than to conclude that that the most likely intention of the Respondent 

concerning the registration and use of the disputed domain name was to intentionally attempted to attract, for 
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commercial gain and a highly possible fraudulent manner, Internet users to its website/Domain Name, by creating a 

likelihood of confusion with the Complainant's trademark as to the source, sponsorship, affiliation, or endorsement 

of the Respondent's website and/or Domain Name (see Paragraph 3.1 of WIPO 3.0 Overview). This practice falls 

squarely with the type of conduct the UDRP is meant to curb down. 

Accordingly, the Panel finds that the Complainant has satisfied the requirements set forth under paragraph 4(a)(iii) 

of the Policy. 

5 DECISION and ORDER 

 

For the above reasons, per Paragraph 4 of the Policy, Paragraph 15 of the Rules, and Rule 10 of the Supplemental 

Rules, the Panel orders the transfer of the disputed domain name to the Complainant. 

Made as of December 16, 2020. 

 

SIGNATURE OF PANEL 

 

____________________________ 

Rodolfo C. Rivas 

 


