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DOMAIN NAME DISPUTE 

ADMINISTRATIVE PANEL 

DECISION 
 

CIIDRC case number: 14943-UDRP Decision date: 1st July 2021 

Domain Name: <esosolutions.org> 

Panel: Dhandapani Saravanan 

Complainant: 
ESO Solutions, Inc.  
11500 Alterra PKWY, STE 100, Austin, Texas, 

78758, United States 

Complainant’s 
Representative 

Tim Flowers 

Respondent: 

Popola Ole  

400 Atwood dr, Yuba City, California, United 
States 

 

 

1. PROCEDURAL HISTORY 

 

March 29, 2021 - Mr. Tim Flowers filed a Complaint on behalf of ESO 

Solutions, Inc. via CIIRDC Online platform. 

 

March 31, 2021 - The Complaint was found not in compliance with UDRP 

Rule 3.2. CIIDRC sent a Deficiency Letter. CIIRDC transmitted by email to 

the Registrar, PDR Ltd. d/b/a/PublicDomainRegistry.com a request for 

registrar verification in connection with the disputed domain name. 
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April 1, 2021 - The Registrar transmitted by email to CIIDRC its 

verification response informing the identity of the Respondent, in this 

administrative proceeding. The Registrar also confirmed that the disputed 

domain name was placed on a Registrar LOCK. 

        

April 2, 2021 – The Complaint was re-submitted and CIIDRC determined 

the complaint was found not in compliance with UDRP Rule 3.2.  

 

April 15, 2021 - The Complaint was re-submitted.  

 

April 20, 2021 – CIIDRC confirmed compliance of the Complaint with the 

UDRP Policy and Rules and CIIRDC Supplementary Rules and 

commencement of the dispute resolution process. CIIRDC also confirm 

receipt of the required non-refundable filing fee of $425 USD from the 

Complainant via the online payment platform. Pursuant to UDRP Rule 4 and 

Supplemental Rule 5, CIIDRC notified the Respondent of this administrative 

proceeding and forwarded a Notice to the Respondent in a separate Email 

with the Username and Login Information to view the complaint and to file 

its response thereto. The Respondent’s attention was drawn to the 20 – day 

time period (i.e., by May 10th, 2021) within which the Response is to be 

filed. 

 

May 10, 2021 - The Respondent failed to file its response by the due date.  

 

June 24, 2021 – The CIIRDC sent an email to Mr.Dhandapani Saravanan 

enquiring from him whether he could act as Single Member Panel and if so, 

whether he could act independently and impartially in the matter in 

question.   
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June 25, 2021 – Mr. Dhandapani Saravanan signed and sent a Statement 

of Acceptance and Declaration of Impartiality and Independence declaring in 

writing that he was willing to act and if appointed would act independently 

and impartially.  

 

The Domain Name was registered on: 3rd November 2020 

 
This matter is conducted pursuant to the Uniform Domain Name Dispute 

Resolution Policy (the “Policy”) and the Rules for Uniform Domain Name 

Dispute Resolution Policy (the “Rules”) of the Internet Corporation for 

Assigned Names and Numbers (ICANN). 

 

2. FACTS ALLEGED BY THE PARTIES 

A. COMPLAINANT: 

 

ESOS Solutions, Inc. has been in business for over 16 years and held a 

trademark for ESO Solutions for over 14 years. ESO Secretary of state 

registration has been valid since April 15th 2004 (Annexure -1). Trademark 

for ESO Solutions was filed on March 8th 2006 being first used in commerce 

on September 1st 2004 (Annexure -2).  ESO Produces computer software for 

recording, processing, archiving, evaluating and transmitting patient medical 

diagnosis, condition, status and other medical data. ESO’s primary 

customers are EMS agencies, fire departments, hospitals and state EMS 

offices. The domain esosolutions.org used the likeness of ESO Solutions, 

Inc. to trick at least one ESO customer into paying money to the owner of 

esosoloutions.org. The owner of esosolutions.org sent targeted emails to at 

least two ESO Solutions, Inc., customers impersonating a current ESO 

Solutions, Inc., employee. ESO logos and signatures were copied to use in  

the malicious emails. Waikato District Health Board of New Zealand was  
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tricked into sending 4,100 dollars to a bank account that is unrelated to ESO 

(Annexure -3). Without the registration of esosolutions.org the bad actor 

would not have been able to communicate through email with a confusingly 

similar domain name to esosolutions.com. The interaction through email 

was instrumental in this social engineering attack. A very similar attack was 

also attempted on UNC Hospitals in North Carolina, the attack was 

fortunately unsuccessful (Annexure -4). After ESO Solutions, Inc. was 

altered to the malicious emails, an abuse claim was filed with public domain 

registry resulting in the suspension of the domain on March 1st 2021 

(Annexure -8). ESO Solutions, Inc. notified all of our customers via email 

and through a message in our application software of the malicious email 

using esosolutions.org (Annexure -5). The domain is identical to the 

Complainant’s domain except for the “.org” extension and the risk of 

confusion is readily apparent.  

 

B. RESPONDENT: 

 
The Respondent is Popola Ole and that the Respondent has not filed any 

response. 

 

3. CONTENTIONS OF THE PARTIES 

 

A. Complainant 

 

i. The domain name is identical or confusingly similar to a 

trademark or service mark in which the Complainant has 
rights: 

 
The domain is identical to Complainant’s domain except for the “.org” 

extension and the risk of confusion is readily apparent. 

 
 

 
 
 

 



5 
 

Domain Name: esosolutions.org   

 
14943-UDRP 

 
ii. The Registrant has no rights or legitimate interests in the 

Domain Name: 

 
The domain was only used for phishing campaign targeted at atleast two 

Complainant’s clients causing their customers significant risk of financial 

loss. In one case, actual financial loss of thousands of dollars when payment 

instructions were was altered using the domain name in question. Without 

the registration of esosolutions.org the bad actor would not have been able 

to communicate through email with a confusingly similar domain name to 

esosolutions.com. The interaction through email was instrumental in this 

social engineering attack that was performed against at least two ESO 

Solutions, Inc. customers. 

 

iii. The Domain Name was registered and being used in bad faith: 

 
The domain name was only used for a phishing campaign and has already 

been suspended by Public Domain Registry for abuse (Annexure- 8). It is 

clear that the only intent of this domain purchase was malicious.  

 

B. Respondent 

The Respondent has not come forward to file his response 

 

C. Remedy Sought 

The Complainant requests the Administrative panel to transfer the Domain 

Name <esosolutions.org> to the Complainant 

 
4. DISCUSSION AND FINDINGS 

4.1  Requirements 

 

In accordance with Paragraph 4 of the Policy, the onus is on the 

Complainant to prove each of the following three elements of its case: 
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1. That the Domain Name is Identical or Confusingly Similar to a 

trademark or service mark in which the Complainant has rights: 

 

2. That the Registrant has no rights or legitimate interests in respect of 

the Domain Name; and 

 

3. That the Domain Name has been registered and being used in bad 

faith. 

 
The Panel will analyse each of these requirements in turn. 

 

4.2  Analysis 

 

4.2.1. That the Domain Name is Identical or Confusingly Similar to 

a Mark in which the Complainant has Rights: 

 
a. Paragraph 4(a)(i) of the Policy requires the Complainant to prove 

that the Disputed Domain Name is identical or confusingly similar to 

a trademark or service mark in which Complainant has rights.  The 

Complainant has proved by documentary evidences under 

Annexure 2 that they are the registered owner of trademark i.e., 

ESO SOLUTIONS. As noted, the disputed domain name i.e., 

“esosolutions.org” composes of “ESO SOLUTIONS” and is identical 

to the registered trademark of the Complainant. “.org” is a generic 

code top – level domain name (gTLD) suffix. It is non-distinctive 

and is incapable of differentiating the disputed domain name from 

the Complainant’s registered trademark. Based on the “ESO 

Solutions” being a registered trademark of the Complainant, the 

Panel finds that the disputed domain name is identical or 

confusingly similar to the Complainant’s registered trademark. 
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b. Accordingly, the Panel is satisfied that the Complainant has 

complied with Paragraph 4(a)(i) of the Policy. 

 

 
4.2.2. That the Respondent has No Rights or Legitimate Interest in 

the Domain Name 

 

a. Based on the documentary evidence it is proved that the domain 

name was registered for and by the Complainant. There is no 

evidence at all rebutting the same. Hence, this Panel is of the 

considered view that the Respondent cannot have any ownership 

over the disputed domain name. Based on the records, the 

Respondent does not have rights or legitimate interests in the 

disputed domain name as the Respondent’s current use is neither 

an example of a bonafide offerings of goods and services nor is 

there a legitimate non-commercial or fair use of the disputed 

domain name and as such there is no evidence that paragraph 

4(a)(ii) of the Policy would apply.  

 

b. Accordingly, the Panel is satisfied that the Complainant has 

complied with Paragraph 4(a)(ii) of the Policy. 

 
4.2.3. That the Respondent has Registered and Used the Domain 

Name in Bad Faith 

 
a. Paragraph 4(b) of the Policy provides that: 

 
“For the purposes of Paragraph 4(a)(iii), the following 

circumstances, in particular but without limitation, if found 

by the Panel to be present, shall be evidence of the 

registration and use of a domain name in bad faith: 
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(i) circumstances indicating that you have registered or you have 

acquired the domain name primarily for the purpose of selling, 

renting, or otherwise transferring the domain name registration 

to the Complainant who is the owner of the trademark or 

service mark or to a competitor of that Complainant, for 

valuable consideration in excess of your documented out-of-

pocket costs directly related to the domain name; or  

 

(ii) you have registered the domain name in order to prevent the 

owner of the trademark or service mark from reflecting the 

mark in a corresponding domain name, provided that you have 

engaged in a pattern of a such conduct; or  

 

(iii) you have registered the domain name primarily for the purpose 

of disrupting the business of a competition; or  

 

(iv) by using the domain name, you have intentionally attempted to 

attract, for commercial gain, Interest users to you web site or 

other on-line location, by creating a likelihood of confusion with 

the Complainant’s mark as to the source, sponsorship, 

affiliation, or endorsement of your web site or location or of a 

product or service on you web site or location”. 

 

b. The Complainant has specifically asserted that the domain name was only 

used for a phishing campaign and it is based on the Complaint the Abuse 

Mitigation Team, Public Domain Registry has suspended the domain 

name on March 1st, 2021 (Annexure- 8). There is no denial or evidence 

controverting the same by the Respondent. 

 

 



bcicac
Text Box




