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DOMAIN NAME DISPUTE 

ADMINISTRATIVE PANEL 

DECISION 

 

CIIDRC case number: 16175-UDRP Decision date: November 2, 2021 

Domain Name:  <arton-investment.com> 

Panel:  María Alejandra López G. 

Complainant:        Arton Capital Inc.  

  

Complainant’s representative: Simon Hitchens and Nathan Haldane of Fasken Martineau 

DuMoulin LLP 

Respondent:  Withheld for Privacy ehf. / Frank Hilary 

 

1. PROCEDURAL HISTORY 

 

The Complainant was filed electronically with the CANADIAN INTERNATIONAL INTERNET DISPUTE 

RESOLUTION CENTRE (“CIIDRC”) on September 23, 2021.  

 

On September 23, 2020, CIIDRC transmitted by email to the Registrar a request for registrar verification in 

connection with the disputed domain name. On September 23, 2020, the Registrar transmitted by email to 

CIIDRC its verification response disclosing registrant and contact information for the disputed domain name, 

being Frank Hilary, as the current Registrant of the disputed domain name, and confirmed that the disputed 

domain name was placed on a Registrar LOCK.  

 

CIIDRC verified that the Complaint satisfied the formal requirements of the Uniform Domain Name Dispute 

Resolution Policy (the “Policy”) adopted by the Internet Corporation for Assigned Names and Numbers 

(“ICANN”) on August 26, 1999 and approved by ICANN on October 24,1999, the Rules for Uniform Domain 

Name Dispute Resolution Policy (the “UDRP Rules”) approved by ICANN on September 28, 2013, and in 

CANADIAN INTERNATIONAL INTERNET DISPUTE RESOLUTION CENTRE 
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effect as of July 31, 2015, and the CIIDRC Supplemental Rules for Uniform Domain Name Dispute 

Resolution Policy (the “Supplemental Rules”) in effect as of May 9, 2018. 

 

In accordance with the UDRP Rules, paragraphs 2 and 4, CIIDRC formally notified the Respondent of the 

Complaint, to the person listed on Respondent’s registration as technical, administrative, and billing contacts, 

and to ‘postmaster@arton-investment.com’ by e-mail, including a Witten Notice with a specific user, login 

information for the Case, and the link to the Complaint (and Annexes) to the Respondent, the proceedings 

commenced on September 30, 2021. In accordance with the UDRP Rules, paragraph 5, the due date for the 

Response was October 20, 2021. The Respondent failed to file its response by the due date, or any response 

on or before October 20, 2021, or at all.  

 

Accordingly, the CIIDRC issued notification of the Respondent’s default on October 21, 2021.  

 

On October 27, 2020, pursuant to the Complainant`s request to have the dispute decided by a single- 

member Panel, CIIDRC appointed María Alejandra López García as Panelist. The Panel has submitted the 

Statement of Acceptance and Declaration of Impartiality and Independence, as required by CIIDRC to ensure 

compliance with the UDRP Rules, paragraph 7. 

 

Having reviewed CIIDRC`s records, the Administrative Panel (“the Panel”) finds that CIIDRC has discharged 

its responsibility under paragraph 2(a) of the UDRP Rules “to employ reasonably available means calculated 

to achieve actual notice to Respondent” through submission of electronic and Written Notices, as defined in 

the UDRP Rules paragraph 2(a)(i) and (ii). Therefore, the Panel may issue its decision based on the 

documents submitted and in accordance with the Policy, the UDRP Rules and the Supplemental Rules and 

any rules and principles of law that the Panel deems applicable. 

 

The Registrar of the disputed domain name is NameCheap, Inc. Respondent registered the disputed domain 

name on June 24, 2020.  

 

This matter is conducted pursuant to the Uniform Domain Name Dispute Resolution Policy (the Policy) and 

the Rules for Uniform Domain Name Dispute Resolution Policy (the Rules) of the Internet Corporation for 

Assigned Names and Numbers (ICANN). 

 

2. FACTS ALLEGED BY THE PARTIES 

 

1. The Complainant is a global financial advisory firm specializing in impact investment programs for residence 

and citizenship. The Complainant empowers individuals and families to become global citizens by investing 

in second residency and citizenship around the world. 
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2. The Complainant’s global operations are spread over seventeen (17) locations around the world and have 

helped attract over $4 billion USD in foreign direct investment to various countries in the last five (5) years. 

The Complainant and its affiliates include fully licensed international banking, financial advisory, and 

investment consulting entities tailored to the needs of global citizens. 

 

3. Since at least August 2006, the Complainant has offered a variety of services associated with investment and 

immigration under various ARTON-formative trademarks. 

 

4. In association with the trademark ARTON INVESTMENTS, the Complainant advises foreign investors looking 

to immigrate to Canada regarding the various government programs designed to help them secure permanent 

resident visas and the right to live, work and do business anywhere in Canada. The Complainant owns and 

has provided print-outs from the website <artoninvest.com> demonstrating use of the ARTON 

INVESTMENTS trademark and describing the services associated therewith. 

 

5. In association with the trademark ARTON CAPITAL, the Complainant works with investors to use their capital 

as leverage to become a global citizen, with residency or citizenship status in multiple countries. In addition, 

the Complainant works with governments to ensure that their programs attract high net-worth individuals who 

create jobs and open businesses, develop and utilize existing infrastructure, and pay taxes and make social 

contributions that boost the local economy. The Complainant owns and has provided print-outs from the 

website <artoncapital.com> demonstrating use of the ARTON CAPITAL trademark and describing the 

services associated therewith. 

 

6. The Complainant is a member of the Investment Industry Regulatory Organization of Canada (“IIROC”). The 

IIROC sets and enforces rules regarding the proficiency, business and financial conduct of approximately 

one-hundred and seventy five (175) Canadian investment firms and the more than thirty thousand (30,000) 

registered individuals. As a regulated member of the IIROC, it is extremely important to the Complainant to 

be reliable for the Internet consumers.  

 

7. The Complainant owns the following Canadian Trademarks:  

Trademark Filing Date Reg. No.  Reg. Date  Status  

ARTON CAPITAL 2017-05-03 TMA1053644 2019-09-11 Registered and in 

force until 2029-09-11 

ARTON CAPITAL 

PASSPORT INDEX 

2016-09-14 TMA987855 2018-01-05 Registered and in 

force until 2033-01-05 

 

 

8. The owner of the Domain (the “Registrant”) is unknown to the Complainant. The Domain is currently privacy 

protected by Withheld for Privacy ehf.  
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9. The disputed domain name is currently active and appears to be the website of Arton Investment, financial 

advisors in the field of cryptocurrency (the “Infringing Website”). The Infringing Website does not contain any 

information regarding the owners or employees of the company or that can be used to contact the owner of 

the disputed domain name. The address listed on the Infringing Website is that of the Complainant and on 

certain webpages, it also includes the Complainant’s phone number, 514-935-9333. On other webpages of 

the Infringing Website, the owner’s phone number is listed as, 404-947-6960, which is an Atlanta, Georgia 

area code. No one answers that phone number nor is there a message identifying the owner or the ability to 

leave a message for them. The “Live Chat” function states that “Support is away” and the email address 

featured at the top of the disputed domain name is not linked to an email address.  

 

10. The disputed domain name was registered on June 24, 2020, more than two years after the Complainant first 

registered one of the ARTON Trademarks and over ten years since the Complainant began using the ARTON 

Trademarks. 

 

11. The Complainant submits that the disputed domain name <arton-investment.com> is confusingly similar to 

the distinctive element of its registered ARTON Trademarks. The Registrant is incapable of demonstrating a 

legitimate interest in the disputed domain name as the ARTON Trademarks was registered for more than two 

years prior to registration of the disputed domain name. 

 

12. The Complainant confirms that it has not licensed or authorized the Registrant to use its ARTON Trademarks.  

 

13. The Complainant submits that the information published to the Infringing Website suggests that it is a 

“spoofing” scam, meant to surreptitiously deceive individuals into providing log-in details, passwords or other 

sensitive information to the Registrant, adding a print-out from the website of the United States Federal 

Bureau of Investigation website <fbi.gov> which defines “spoofing” as “when someone disguises an email 

address, sender name, phone number, or website URL-often just by changing one letter, symbol, or number-

to convince you that you are interacting with a trusted source”.  

 

14. The Registrant has acquired the disputed domain name primarily for the purpose of intentionally attempting 

to attract, for commercial gain, Internet users to the website, by creating a likelihood of confusion with the 

Complainant's ARTON Trademarks as to the source, sponsorship, affiliation, or endorsement of the 

Registrant’s website and its purported services.  

 

3. CONTENTIONS OF THE PARTIES 

• Complainant 

The Complainant asserts that it has satisfied the three elements of paragraph 4(a) of the Policy 

and requests that the disputed domain name be transferred to it. 
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• Respondent 

The Respondent did not reply to any of the Complainant's contentions. 

 

• Remedy Sought 

The Complainant requests that the disputed domain name <arton-investement.com> will be 

transferred from the Respondent to the Complainant.  

 

4. DISCUSSION AND FINDINGS 

4.1  Requirements 

In accordance with Paragraph 4(a) of the Policy, the onus is on the Complainant to prove: 

1. That the domain name is identical or confusingly similar to a trademark or service mark in 

which the Complainant has rights: 

2. That the Registrant has no rights or legitimate interests in the domain name; and 

3. That the domain name has been registered and is being used in bad faith. 

 

The Panel will consider each of these requirements in turn. 

 

4.2  Analysis 

 

4.2.1 That the Domain Name is Identical or Confusingly Similar to a Mark in which the 

Complainant has Rights 

 

The disputed domain name <arton-investment.com> is confusingly similar to Complainant’s ARTON trademarks, 

being ARTON CAPITAL and ARTON CAPITAL PASSPORT INDEX. This is because it contains the most 

distinctive element of Complainant’s ARTON trademarks in the disputed domain name with the descriptive term 

“Investment”, which undeniably refers to the Complainant’s business.  

 

It is well established by the Domain Name’s Jurisprudence that “Where the relevant trademark is recognizable 

within the disputed domain name, the addition of other terms (whether descriptive, geographical, pejorative, 

meaningless, or otherwise) would not prevent a finding of confusing similarity under the first element. The 

nature of such additional term(s) may however bear on assessment of the second and third elements.” (see 

section 1.8 of the WIPO Overview of WIPO Panel Views on Selected UDRP Questions, Third Edition (“WIPO 

Jurisprudential Overview 3.0”)) (emphasis added).  

 

In relation to the gTLD “.com”, it is well established that such element may typically be disregarded when 

assessing whether a domain name is identical or confusingly similar to a trademark (see Government Employees 

Insurance Company (“GEICO”) v. Domain Administrator, WIPO Case No. D2021-2681).  
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Therefore, this Panel concludes that the disputed domain name is confusingly similar to Complainant`s ARTON 

Trademarks.  Accordingly, the Complainant has satisfied the first element under paragraph 4(a)(i) of the Policy. 

 

4.2.2 That the Respondent has No Rights or Legitimate Interest in the Domain Name 

 

Through the evidence presented to the Panel, the Complainant has established, prima facie, that the Respondent 

lacks rights or legitimate interests in the disputed domain name, due to:  

(a) the Respondent has chosen to take the relevant element of the ARTON Trademarks and add a descriptive 

term as “investment”, which is intrinsically related to Complainant’s business activity; 

(b) the Respondent registered the disputed domain name on June 24, 2020, more than two years after the 

Complainant first registered one of the ARTON Trademarks and over ten years since the Complainant began 

using the ARTON Trademarks;  

(c) the Respondent is not associated or affiliated with the Complainant; 

(d) the Complainant has not granted any rights to the Respondent to use the ARTON trademarks, whether 

a license to offer any services, or any rights to register the disputed domain name on its behalf;  

(e) there is no evidence that the Respondent has become commonly known by the term “ARTON”;  

(f) the Respondent is making a commercial use of the disputed domain name; and  

(g) the Respondent is not using the disputed domain name for a bona fide use -instead it is using it to commit 

spoofing acts, to attract, divert and even worse, to deceive the Internet Consumers, jeopardizing 

Complainant’s business, good-will, reputation and well-earned trust (see Cenovus Energy Inc v. Jonathan 

McKenzie, CIIDRC Case No. 15633-UDRP).  

 

The Respondent has not provided any Response or evidence to rebut this prima facie showing. Therefore, the 

Panel finds that the Complainant has established this second element under paragraph 4(a)(ii) of the Policy. 

 

4.2.3 That the Respondent has Registered and Used the Domain Name in Bad Faith 

 

The Policy requires a complainant to establish that the disputed domain name was registered and is being used 

in bad faith. Paragraph 4(b) of the Policy describes several non-exclusive and merely illustrative circumstances 

to demonstrate a respondent’s bad faith use and registration.  

 

Paragraph 4(b)(iv) describes one of the non-exclusive bad faith scenarios:  

(iv) by using the domain name, the respondent has intentionally attempted to attract, for commercial 

gain, Internet users to its website or other on-line location, by creating a likelihood of confusion with the 

complainant’s mark as to the source, sponsorship, affiliation, or endorsement of the respondent’s 

website or location or of a product or service on the respondent’s website or location. 
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Conduct in which the Respondent has incurred, included potential acts of fraud as “spoofing”. In relation to this, 

even when the Complainant hasn`t provided evidence to the Panel, as e.g.: emails generated from Respondent`s 

website to the Complainant’s clients in an attempt to request money transfers to be redirected to an unauthorized 

bank account, the fact that the Respondent has selected the disputed domain name, adding a hyphen between 

“arton” and “investment” (<arton-investment>), indicating as a reference email: ‘admin@arton-investement.com’, 

such conduct, to this Panel, it is sufficient to confirm Complainant’s assertions of suspected spoofing due to its 

potential of deceiving the Internet User. 

 

Furthermore, through the analysis of the website’s content, this Panel considers that the sole possibility for an 

Internet User to proceed with its registration, by inserting its personal data, or any other sensitive information 

constitutes a potential act of phishing. “(…) Moreover, the use of the domain name to illegally spoof and phish 

existing clients of the Complainant into believing that they are authorized to receive funds on behalf of client is a 

violation of Policy, paragaraph 4(b)(iv).” (see Ropes & Gray LLP v. Onso Onso, WIPO Case No. D2019-0823).  

 

Section 3.2.1 of the WIPO Jurisprudential Overview 3.0, indicates additional circumstances that panels take into 

consideration to determine whether the respondent’s registration of a domain name is in bad faith as:  

(i) the nature of the domain name (e.g., a typo of a widely-known mark, or a domain name 

incorporating the complainant’s mark plus an additional term such as a descriptive or geographic 

term, or one that corresponds to the complainant’s area of activity or natural zone of expansion) 

(…) 

(vi) a clear absence of rights or legitimate interests coupled with no credible explanation for the 

respondent’s choice of the domain name (…) (emphasis added).  

 

In relation to the use of a privacy service by the Respondent in this present case, to avoid being notified of a 

UDRP proceeding, supports an inference of bad faith as well (see point 3.6 of the WIPO Jurisprudential Overview 

3.0). 

 

Through the evidence submitted, and the fact that the Respondent has included exactly Complainant’s address 

and phone number in its website demonstrates prior knowledge and targeting, to potentially commit acts of 

spoofing and/or phishing, making impossible to this Panel to conceive that the Respondent wasn’t fully aware of  

Complainant’s business, value and trademarks, constituting undeniable evidence of registration and use of the 

disputed domain in bad baith (see TTT Moneycorp Limited v. Privacy Gods / Privacy Gods Limited, WIPO Case 

No. 2016-1973).  

 

Therefore, considering the above evidence and the absence of a Response, this Panel, is ready to conclude that 

the Complainant has satisfied the third element under paragraph 4(a)(iii) of the Policy.  
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4 DECISION and ORDER 

For the above reasons, in accordance with Paragraph 4 of the Policy, Paragraph 15 of the Rules, and Rule 10 

of the Supplemental Rules, the Panel orders that: the disputed domain name <arton-investment.com> will be 

transferred to the Complainant.  

 

 

Made as of November 2, 2021.  

 

SIGNATURE OF PANEL 

 

 

____________________ 

María Alejandra López G.  

 


