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DOMAIN NAME DISPUTE 

ADMINISTRATIVE PANEL 

DECISION 

 

CIIDRC case number: 17944-UDRP Decision date: August 18, 2022 

Domain Name:  esosuite.com 

Panel:  Gerald M. Levine 

Complainant:  
      ESO Solutions 

Respondent:  Internet Consulting Services Inc. 

 

1. PROCEDURAL HISTORY 

The procedural history of this case was set out in a letter from the Canadian International Internet Dispute 

Resolution Centre to the Panel:  

1. On June 27, 2022, CIIDRC confirmed receipt of the Complaint submitted by Tim Flowers via the CIIDRC 

online platform. The identity of the Registrant is not published in the public WHOIS database; therefore, the 

Registrant’s name was not included in the Complaint. 

2. On June 28, 2022, The Complaint was found not in compliance with the UDRP Rule 3.2. CIIDRC sent a 

Deficiency Letter to Complainant on June 28, 2022 

3. On June 28, 2022, CIIDRC transmitted by email to the Registrar, GoDaddy.com, LLC., a request for 

registrar verification in connection with the disputed domain name.  

4. On June 29, 2022, the Registrar transmitted by email to CIIDRC its verification response informing the 

CIIDRC of the identity of the Registrant, namely  Internet Consulting Services Inc, and accordingly, it is the 

Respondent in this administrative proceeding. The Registrar also confirmed that <esosuite.com> was 

placed on a Registrar Lock. 

5. On July 7, 2022, the Complainant ESO Solutions filed an Amended Complaint against the registrant (the 

“Registrant”) of the domain name, esosuite.com, (the “Domain Name” or the Dispute Domain Name”) 

pursuant to the UDRP and the UDRP Rules.   

CANADIAN INTERNATIONAL INTERNET DISPUTE RESOLUTION CENTRE 
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6. On July 8, 2022, CIIDRC confirmed compliance of the Complaint with the UDRP Rules and Supplemental 

Rules 

7. On July 8, CIIDRC notified the Respondent of this administrative proceeding and forwarded a Notice of 

Commencement of this administrative proceeding along with the Amended Complaint and Annexes to the 

Respondent by FedEx and by email. 

8. The Respondent failed to file its response by the due date of July 28, 2022. 
 

9. On August 4, 2022 the CIIDRC appointed Gerald M. Levine as the single-member Panel on this matter. 

10. The CIIDRC set August 18, 2022 as the due date for the Panelist’s decision.  

According to the Whois report disclosed by Godaddy.com, the Domain Name was registered on December 4, 

2011 and was most recently updated on August 27, 2021. GoDaddy also disclosed that it was the successor 

registrar and since the transfer there has been no change of registrant. There is no historical Whois to disclose 

when the current Registrant acquired the Disputed Domain Name, but for reasons explained in Section 4.2.3 

below it appears that Respondent may have been a long-time registrant if not the original registrant.  

This matter is conducted pursuant to the Uniform Domain Name Dispute Resolution Policy (the Policy) and the 

Rules for Uniform Domain Name Dispute Resolution Policy (the Rules) of the Internet Corporation for Assigned 

Names and Numbers (ICANN). 

 

2. FACTS ALLEGED BY THE PARTIES 

ESO Solutions, Inc. (“Complainant” or “ESO”) has been in business for over 16 years. It owns a trademark for 

ESO S0LUTIONS registered prior to the registration of the Disputed Domain Name.  It states that it is in the 

business of producing computer software for recording, processing, archiving, evaluating, and transmitting 

patient medical diagnosis, condition status and other medical data. ESO’s primary customers are EMS 

agencies, fire departments, hospitals, and state EMS offices. 

The Respondent has not appeared. .  

3. CONTENTIONS OF THE PARTIES 

 Complainant 

The Complainant states that the Disputed Domain Name “is currently being used to redirect visitors to sites that 

attempt to have users install software or visit revenue generating pages.” It further states that “ESO Solutions 

customers have complained about visiting this suite dues (sic) typograph errors.” It concludes by stating that 

“ESO customers who visit this site [in error] are at risk of installing and paying for software they are misled to 

install.”  

The Panel notes that Complainant’s official portal for customer information is <esosuite.net> and the Disputed 

Domain Name is <esosuite.com>. The Complainant further alleges that the Disputed Domain Name “is clearly 
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taking advantage of esosuite.net to drive traffic to their site for financial gain through ads and questionable 

software.” .  

 Respondent 

Respondent did not respond to the Complaint but the evidence of record and what can be gleaned from the 

Way-Back Machines reflects Respondent is operating a scam website, <esosuite.com>  that has tricked 

Complainant’s customers into believing that it is Complainant’s official platform. .   

Remedy Sought 

The Complainant requests the Disputed Domain Name be transferred to it.  

4. DISCUSSION AND FINDINGS  

4.1   Requirements 

In accordance with Paragraph 4 of the Policy, the onus is on the Complainant to prove: 

1. That the Domain Name is Identical or Confusingly Similar to a trademark or service mark in 

which the Complainant has rights: 

2. That the Registrant has no rights or legitimate interests in the Domain Name; and 

3. That the Disputed Domain Name has been registered and being used in bad faith. 

The Panel will consider each of these requirements in turn.  

4.2  Finding 

1. The Disputed Domain Name is mirrors Complainant’s email address, <ecosuite.net>, with a .com 

extension that resolves to a cautionary page disclosing it is “blocked for security reasons” and 

“Your computer has alerted us that it has been infected with a Trojan Spyware.”  

2. Respondent lacks rights or legitimate interests in the Disputed Domain Name;  

3. Respondent is using the Disputed Domain Name to facilitate a scam; and 

4. Respondent registered the Disputed Domain Name in bad faith and is using it in bad faith. 

 

4.3 Analysis  

By the Rules, paragraph 5(c)(i), respondent it is expected to "Respond specifically to the statements and 

allegations contained in the complaint and include any and all bases for the Respondent (domain name 

holder) to retain registration and use of the disputed domain name ..." Notwithstanding Respondent's 

default Complainant is not relieved from the burden of establishing its claim. WIPO Overview of WIPO 

Panel Views on Selected UDRP Questions, 3.0, Sec. 4.3: "Noting the burden of proof on the complainant, 

a respondent's default (i.e., failure to submit a formal response) would not by itself mean that the 

complainant is deemed to have prevailed; a respondent's default is not necessarily an admission that 



4 
 

Domain Name: esosuite.com 
17944-UDRP 

the complainant's claims are true." However, if a complainant's adduced evidence supports any 

element of the Policy, a respondent has an opportunity to contest the contention that its registration 

of the challenged domain name was unlawful. 

 

4.3.1 That the Domain Name is Identical or Confusingly Similar to a Mark in which the 

Complainant has Rights 

Paragraph (a)(i) of the Policy requires a complainant to prove two elements. It must first demonstrate that it has 

a trademark right. If it does, it must then show that the Dispute Domain Name is either identical or confusingly 

similar to that mark. Here, the Complainant has shown that it has a trademark registration for the term ESO 

SOLUTIONS with the United States Patent and Trademark Office, registered March 11, 2008, Registration No. 

3393809 (disclaiming exclusive right to use “Solutions” apart from the mark as shown). It has also filed an 

application for the term ESO on February 24, 2022 which has not matured to registration. While Complainant 

cannot rest its right on an open application, it is sufficient that the Disputed Domain Name contains the 

dominant letters ESO (Solutions having been disclosed). Accordingly, Complainant satisfies the first element.  

The next question is whether <esosuite.com> is identical or confusingly similar to Complainant’s mark. 

Complainant does not have a registered mark for ESO SUITE and the Disputed Domain Name is not identical 

to the mark. However, the Disputed Domain Name mimics Complainant’s domain name <esosuite.net> and 

both the Disputed Domain Name and the mark contain the dominant letters ESO. The Panel concludes that the 

Disputed Domain Name is confusingly similar based “on the overall facts and circumstances,” quoting from 

WIPO Overview, 3.0 sec. 1.7 which provides the following guidance: “Panels have [. . .] found that the overall 

facts and circumstances of a case (including relevant website content) may support a finding of confusing 

similarity, particularly where it appears that the respondent registered the domain name precisely because it 

believed that the domain name was confusingly similar to a mark held by the complainant. 

Overall facts and circumstances include the online warnings concerning the Disputed Domain Name that 

opening the website exposes the viewer to trojan spyware. WIPO Overview sec. 1.15 states that “[while] [t]he 

content of the website associated with the domain name is usually disregarded by panels when assessing 

confusing similarity under the first element [. . .] [i]n some instances, panels have however taken note of the 

content of the website associated with a domain name to confirm confusing similarity whereby it appears 

prima facie that the respondent seeks to target a trademark through the disputed domain name.” 

Accordingly, Complainant satisfies the second element also and succeeds on the paragraph 4(a)(i) 

requirement. 
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4.2.2 That the Respondent has No Rights or Legitimate Interest in the Domain Name 

It is unnecessary to consider at any length whether Respondent has any rights or legitimate interests since the 

evidence establishes that it has neither for the reasons set forth in more detail in the next section analyzing the 

issue of bad faith registration and bad faith use. WIPO Overview, Sec. 2.5.1 states “Fundamentally, a 

respondent’s use of a domain name will not be considered ‘fair’ if it falsely suggests affiliation with the 

trademark owner; the correlation between a domain name and the complainant’s mark is often central to this 

inquiry.” As this is a case of impersonation and the registration for the purposes of scamming Complainant’s 

customers alleged and demonstrated, there can be no fair use of the Disputed Domain Name sufficient to 

rebut Complainant’s contentions and proof. 

Accordingly, Complainant has satisfied Paragraph 4(a)(ii) of the Policy.  

4.2.3 That the Respondent has Registered and Used the Domain Name in Bad Faith 

The Policy at Paragraph 4(b) furnishes a non-exhaustive list of circumstances that “shall be evidence of the 

registration and use of a domain name in bad faith.” Of the four circumstances, 4(b)(iv) in particular applies to the 

facts in this matter. It reads  

[B]y using the domain name, the respondent has intentionally attempted to attract, for commercial 

gain, Internet users to the respondent's website or other on-line location, by creating a likelihood of 

confusion with the complainant's mark as to the source, sponsorship, affiliation, or 

endorsement of the respondent's website or location or of a product or service on the site or 

location. 

The undisputed facts could not tell a simpler story. The Disputed Domain Name does not directly resolve to an active 

website without risk of infection. The following message appears when attempting to access <esosuite.com>:  

Apple Platform Security  
** ACCESS TO THIS PC HAS BEEN BLOCKED FOR SECURITY REASONS ** 

Your computer has alerted us that it has been infected with a Trojan Spyware. The following data 

has been compromised. 

The Panel accepts Complainant’s evidence of Respondent’s motivation, that it is using the Disputed Domain 

Name for the sole purpose of committing fraudulent and criminal acts targeting Complainant’s customers as 

well as other Internet searchers.  

According to the Whois report disclosed by GoDaddy, the Disputed Doman Name was created on December 4, 

2011. It is likely for the reasons noted below that Respondent has been the long time registrant of the Disputed 

Domain Name and may have been the original registrant. If it was, there is an open question as to whether it 

registered the Disputed Domain Name in good faith and only later segued into bad faith. Panels have discretion 
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to “undertake limited factual research into matters of public record if it would consider such information 

useful to assessing the case merits and reaching a decision,” including “accessing trademark registration 

databases,” WIPO Overview 3.0, Sec. 4.8. The Panel reviewed the USPTO database and found that there are 

many ESO registrations including Complainant’s. As the phrase “ESO Suite” can be read as descriptive of a 

service in many fields without association with any one particular mark it could easily have been registered 

innocent of any actual knowledge of Complainant trademark.  If Respondent registered the Disputed Domain 

Name in good faith and at a later time used it in bad faith, then the complaint must be dismissed for failure to 

prove conjunctive bad faith. Although bad faith use is clearly established, it is not sufficient to prove abusive 

registration. Substance Abuse Management, Inc. v. Screen Actors Modesl [sic] International, Inc. (SAMI), 

D2001-0782 (WIPO August 14, 2001) (“If a domain name was registered in good faith, it cannot, by changed 

circumstances, the passage of years, or intervening events, later be deemed to have been registered in bad 

faith”); also  Superiority, Inc. d/b/a Just Bulbs v. none/Mother boards.com, D2003-0491 (WIPO October 9, 

2003).  

 

In order to a get a better perspective on the past use of the Disputed Domain Name and clarify whether there is 

any evidence of lawful registration of the disputed domain name, the Panel also visited the Wayback Machine 

at <archive.org>. Here, a surprise awaited in that <esosuite.com> resolved to a website captured on February 

1, 2011, which was earlier by ten months than the officially reported “creation date” of December 4, 2011. It 

could suggest an earlier registrant, or it may have been this Respondent. This first captured page is a PPC 

linkage to various business entities some of which appear to offer links to Complainant’s competitors, but 

certainly evidences knowledge of Complainant’s field of business. Whether or not the February 1, 2011, 

registrant was Respondent, the PPC page  supports a finding that the registrant (whomever it may have been) 

was aware of the Complainant.  The next captured page is dated December 30, 2013, followed by other 

captures through 2022. All the captured pages following the official “creation date” show “403 Forbidden 

error” and other information indicating security issues and warnings in opening captured pages. Respondent 

has not changed its stripes. If I am incorrect in these inferences, it is of little moment since Respondent has 

enjoyed at least a ten-year spree at scamming innocent internet viewers including Complainant’s customers 

who may unluckily have been caught in Respondent’s trap.   

Where it is found, as here, that a respondent’s registration of a domain name that is confusingly similar 

to the mark of another followed by exploitation of the domain name for profit and targeting Complainant’s 

customers it cannot avoid a finding of bad faith registration and use of the domain name. 

 

For the reasons above noted, Respondent’s use of the Disputed Domain name violates Paragraph 4(b)(iv) of 

the Policy in that it used the domain name “ intentionally [to] [. . . ] to attract, for commercial gain, Internet users to the 

respondent's website or other on-line location, by creating a likelihood of confusion with the complainant's mark as to 
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the source, sponsorship, affiliation, or endorsement of the respondent's website or location or of a product or 

service on the site or location.” 

Given the foregoing, and taking into account the evidence provided by the Wayback Machine, the Panel concludes 

that the Disputed Domain Name was registered and used for scamming and fraudulent purposes. 

Accordingly, Complainant has satisfied Paragraph 4(a)(iii) of the Policy.   

4 DECISION and ORDER 

For the above reasons, in accordance with Paragraph 4 of the Policy, Paragraph 15 of the Rules, and Rule 10 

of the Supplemental Rules, the Panel orders that the Disputed Domain Name, <esosolutoins.com>, be 

transferred to Complainant: 

 

Made as of  the 18th day of August, 2022 

 

SIGNATURE OF PANEL 

 

 

______________________ 

REDACTED
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